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TOs

FROM:

SR

Pttty

Intelligenece Working Group

Subgroup on External Finaneial Operations
of the Soviet Bleoe

When the IWG, on April 23, 1953, established the Subgroup on

Extorral Finaneial Operations of the Sovieb Bloe (Case No, 44) to
study and report upon the need for and the avallability and adequacy
of intelligence in this field, it outlined the fumctions of the
Subgroup as follewums

1.

2,
3.

4o

50

6.

To briefly ascertain the nature and coverage of collations
and analysls vhich have been prepared and which are in
progress on the subject,

To determine the major materials sources,

To formulate (fer referral to the TWG Subgroup on Colleection
Requirements) a comprehensive statement of collection require-

‘ments for the field,

To survey existing facilities for the processing and snalysis
of intelligence on the subjeet,

To formulate, for sulmission to IWG, recommendations for the
establishment of permeanent faeilities for the development and
analysis of intelligence on the subjeet with particular
reference to survelllance of Soviet current expenditures in
East-West trade and the Soviet bloe belance of payments
position, (Reference is made to the work of the Subgroup on
Current Intelligcnes.)

To formilate a list of special projects or cases which could,
at TWG discretion, be assigned for initiation priocr to the
development of & comprehensive program,

The Subgroup considers it advantageous at this time to submit a
report concerning its investigation of the need for financial intelli~
gonce and its explorstion of existing products, fasilitdes amd
deficloncies, with recammendations for action by IWG (points 1, 4, and
5 sbovs), The Subgroup considers that answers to the questions cone
serning source materials, adequacy of collection requirements, and
establishment of specific project priorities (points 2, 3, and 6)
should be cbtainsble at & later stage as progiess 1s made in imple-
mentetion of the Subgroup recormendations (i.e., development of a
8ingle unit for analysis on this subject),
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Subject to the exception by OIR noted below,* the Subgroup
therefore reccmmends the following action:

1. That the IWG accept and approve ‘the attached Report of the
Subgroup on External Finanecial Operations of the Soviet Bloec.

2, That the IWG take necessary appropriate steps to implsment
the recommendation for designation or eatablishment of a unit within an
appropriate intelligence agency, devoted to continious work on thia
subject,

3. That coples of the report be forvarded to the EDAC Exocutive
Committee for whatever appropriate action they may wish to insiitute,
and to the JAC Economiec Intelligence Cormittes for information,

4o That the IUG consider the work of the Subgroup satisfactorily
concluded, except that the Subgroup may be reconvened at the request
of the IWG Chairman or the IWG membership in an advisory eapacity
(1) to assist in organizing the program of the proposed unit; (2) to
asaist the unit and/or the IWG Subgroup on Collection Requirements in
formulating a statement of collection requirements for finaneisl
intelligence; (3) to assist the unit or any other appropriate intere
agency group in formulating priorities for short or long term projects
in the field of intelligenco on Soviet external financial operetions
as related to economic defense.

25X1A9%a
Treasury, Chairman
25X1A9%a
CIA, Secretary
Edvard Ames, Federal Reserve Board,

Consultant
Lt, Col, Ted Brown, 0SD
Spencer M. Beresford, FOA/IDAC
Helen Lincoln, State
Marion Worthing, State, OIR

#The Office of Intelligence Research (OIR) concurs in the statenent of
intelligence needs for services and analyses as set forth in this
roport, but is not prepared to support the request for the designation

or establishment of a specific organizational unit to meet this
requirement,
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REPORT OF THE

WG SUBGROUP ON SOVILT EXTERNAL FINANCTAL OPERATIONS

SUMMARY A ENDATTONS

This ING Subgroup has studied the problem of intelligence required
by EDAC agencies on Soviet external financial operations in terms of
requirements, availabllity of facilities and intelligence products,
and existing deficiencies, It has found that heavy requirements exist
for financial intelligence, not only for the implementetion and
development of financial control policles, but in support of other
types of economic defense policies and programs, It has defined the
types of intelligenos required for the implementation of these exieting
policies and for the formulation of new policies in thie field.

Secondly, the Subgroup las reviewsd existing facilities and
produsts of possible use to the economie defense program, and has
f&mﬂ that although the influx of raw material is considerable, and
a few valuable reports have been prepared by varicus elements of tha
intelligence comminity, the work has been accomplished in all cases
on an ad hoc basis, not es part of a contimuing program, No mm~
gence agency or component has any established facilities devotsd to
the eontinuous processing, collation, and enalysis of financial
intelligence on Soviet external operations as related to econamie
defense, The coverage in terms of econtmic defenss needs 18, thersfore,
incomplete and spasmodic,

Because of the dearth of intelligence analysis in this field, the
Subgroup has judged it premature to comment upon the adequacy of
oxisting collection efforts, or to suggest speeific priorities for

—
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individual research or analytical projects. Both these tasks, however,
should be undertaken as soon as they can be dealt with successfully.

The Subgroup recommends” that; at the earliest possible date, &
unit be designated or established, within an appropriate intelligence
agency, which will undertake on a contimuing basia the review, colla~
tion and analysis of incoming intelligence on the external finaneial
operations of the Soviet bloc., This unit would make intelligence
available to the various aéenciea and would perform, as a service of
common concern, functions deseribed in detail in Part IV of this
Report.,

# The Office of Intelligence Nesearch concurs in the statement of
intelligence needs for services and analysis as set forth in this
report, but is not prepared to support the request for the designa-
tion or establishment of a specific organizational unit to meet
this requirement.
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I, ITHE NEED FOR FINANCIAL INTELLIGLNCE
"4, JIHTRODUCTION

There is a great need, in support of United States foreiga
economie policy and operations, for systematically analyzed and collated
intelligence on Soviet external finangial operations. The Subgroup
hes been particularly concerned with the nseds of the economde defence
programs which have been intermittently recognized for several years.
For example, the "Fourth Progress Report on the Implementaticn of
U, S. Policies and Programs in the Eccnomie Field which May Affect
the War Potential of the Soviet Bloe" (NSC 104/2) contained the follow-
ing statement of this problems

"Although trede and financial operations are closely inter
, Wwoven, the financial mspects of East-kest economic relationms,
particularly as related to economic defense, are an unexplored
fleld of inquiry except in the case of Communist Chinese trade.
Yot, it ia important that the extent and nature of Soviet financial
operations be known, whether or not present policiea provide for
specific action in this field, For exampls, it is evident that
illegal trade is financed in dollars and in the currenciez and
through the banks of friendly Western countries, Iittle if any-
thing has been done to establish the pattern of such finareing
which might be suggestive of an additional effort to reinforce

the physical controls." .

This report of the Subgroup points out the areas where agencies
engaged in economic defenss programs find their financisl intelligence
support inadequate for the formulation and execution of the policies
for which they are responsible, The Subgroup has, thus, besn concernsd
with needs and deficiencies relating to the eeconomic defense policies
and orerations of these agencies, and not necessarily with more general

geononde intelligense needa,
SRR
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Economic defense intelligence diffors from general economic
Intelligence in its unique point of view, which may be called 'the
EDAC point of view," and 1% is produced, as far as possible; in the
form in which 1t can best be used by the EDAC agencies as sueh.

It also differs in the scope of subject matter with which it is
concerned, Certain purposes require greater emphasis on detail and
timelinese, There are various differences of emphasis, Within the
scope of economic defense interest, certein tﬁrpes of data receive speelal
attenticn, An obvious example is current information on the movement
of strateglc commodities between the Free World and the Soviet blos,
Another is "name intelligence” on {irms and individuals participating
in strategic diversions,

It should be borne in mind, however, that the subjects of speeisl
interest to economic defense are also of wvalues to general economie
intelligence, md are derived, on thc whole, froam the same baaie
mterigls and the same date.

Intelligence needs vary within the cconomic defense field Itself,
from one application to ancther., The intslligence required for impleo
menting the control aspeets of existing policies is more speeifiec and
detalled than that required for other eseonomic defense purposes,
Intelligence on specific "cases" is particularly important for
enforcemont,

At the same time, it is obvious that considerable intelligence
is needed for the determination and formulation of poliey.

Lo
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An intelligent approach towards United States econcmie defense
requires that the eontrol agencies have information which is not merely
sufficient for them to carry out their present asctivities, but which
would help them in considering possible advantages or disadvantages
of other types of controls which might be instituted, At the present
time, for example, the United States has not blocked European Soviet
bloc assets in the United States, although it has blocked assets of
Cormunist China and North Korea, The desirability of blocking European
Soviet blos assets as well, could be studied much more adequately if
more detailed information were available conserning Soviet eontrol and
use of dollars in this country. In arguing that it would be useful to
have information of this sort, the Subgroup does not argue that a
bloocking of Soviet assets is or is not desirable, but simply that a
decision on this subject should be based upon adequate factual informa-
tion, vhich at the present time is not available. In this case, as in
others, the Subgroup has taken the position that finmncial intelli-
gence aveilable to EDAC agencies should be sufficient not only to imple-
ment present controls but also to permit proper policy decisions cone
cerning possible introduction of new controls or relaxation of existing
ones,

It has thus sesmed useful to consider possible as well as existing
policies, some of which are recurrently proposed or discussed in scme
quarters of the EDAC structure, since, as explained above, intelligence
1s an important element in determining whether such propossls should
be rojested or adopted at any particulsr time, The discussion of the

SR>
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yarious types of finanecial controls in no way represents any judgment
on their deairabilig or foasibility as policy, & decis lon which ig
outside the scope of this inveatigation,

Various forms of controls which require financial intelligence
are reviewed below, in order to provide a background for the statement
of intelligence needs cutlined topically in Part IT, It will be moted
that financial intelligence is essential not only in the consideration,
formulation and implementetion of financial controls (Part I, B) but,
oulng to the close interrelationship between trade and financial

activities, is equally important in developing and implementing other
aspeets of United Stetes economic defense policy (Part I, C),
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5. INTELLIGENCE SUPPORT FOR IPINANCIAL CONTROLS

1. Existing Policles

a. Enforcsment Control over Assets and Financial
Transactions of Gommunist Chine and North Rores.

The Foreign Assets Control of the Treasury regulates all trade
transastions, regardless of the nature of the merchandise, bstween the
United States and China or financed through the United States or handled
on the inatruot;ons of any person in the United 3tates. Also, the regu-
lations cover assets of any kind within the 'mited States in whieh
Communist China and North Xorsa, their nationala, or persons acting an
their behalf have any interest. Detailed intelligence is,‘ therefors,
needod on sasets in the United States under control of these countries
and “ransactions whish involve thess mations or their agepts or rationals.*

b. Transastions Controls

Foreign Assete Control reguletions cover the shipment of strategin
materlials to Soviet Bloc ocountries on instructions from persons in the
Unlted States or their sgents ebroad. Transactions are covered regardless
of the origin of the materials or whether financed through the United
States or with dollars. Detailed intelligence for the enforcement of

thess regulations 1s alao raqu:lrod.‘

* Sao Appendix C on "Priority Tasks” for a detailed statement of
intelligence needed for the enforcement of these controls.
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£. Other Policy Alternstives

an., Controls over lMovements of 3oviet Gold

From time to time there is consideration of spacial measures
to impede Soviebr gold transactinng or to make auch transactions more
costly to the Soviet Bloe. Detailed intelligence on both the mapnitude
of the transections in pgold end the relationship nf these trans-
actione to others would be desirable in any consideration of sush polliey.
In addition, enforcement of any controls in this field would require data
on individual transsctiona.,

b. Blocking of Asseta

Another possible form of financial control s the gensral block=
ing of Soviet Bloc mssets in the U. &., similar to Warld War IT bloslking
operations and the present control over Chinese and North Korsan assets,
In determining the nsed for these eontrois, and analyzing their preobable
effectiveness, it would be desirable to have £imancial intellirence on
Soviet Bloo foreign exchange and gold reserves and on the volume of
fineneial transsctions conducted by the various Soviet Bloc countries
with the West, with separate totals for merchandise and serviecs trana~
actions. -The need for financial controls, as oprosed to enmmodity exe
port aad import oontrols, as well as their effeativeness if adopted,
would have to be assessed in the comtext of specific informetion on the
totnods used by the Soviet Blec in its financial transactiens. In sli
this intelligence, it would be importent ts differentiste between the
opsrations in the U. 8., those in other Fres World ocountries financed
through the U, S., and those in other Free World countries not financed

) abuindip—_—
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For enforcement of any controls of this type, detells concerning

the specific financlal transactions of the Soviet Bleo would be re-

quired, including the names of firms and persons holding Soviet Bloe

asgets or handling transactions financed on behalf of the Soviet Blos.
8till another conceivable type of control is the bloeking, not only
of Soviet Blos assete, but also of the other selogtod free world ooun-
tries. The intelllgence required to carry out such additonal controls
is exzotly the same as that required for the blocking of Soviet assets
alone. In this omee, however, the primary emphasis would be upon the

use of free world facilities by the Joviet Bloe, rather than upnn the

aotivities of free worid countries in general,

¢. Bleckipe of Dollar Currency

Special control measures could conceivably also be applied on

the use of dollar currency, partioularly the importation or axportation

of dollars. In order tc evaluates the need for such speclal controis

and to support enforcement msasures, intellipence on the role of dollar

surrensy in Soviet Bloc financial oparations and precise information on

speoific deals would be necessary.

d. Special Control Measures for Securities

As in the case of dollar currency, spescial controls oould be

applied to gecurities and soourity transactions. To judge the need
for sush controls, it would be desirable to have intelligence on the

holdinzs of dollar securities by the Joviet Bloo and the manner, if

il
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any, in which these seocurities may be used, Information eon any Soviet
attompts to market looted (World War II) securities would be of assis=
tance in the ourrent validetion program for certain prewar sesurities.
2. Bleoklisting

Another control measure which might be taken in conjunction
with the more general blocking would be the development of a financial
blacklist similar to the "Froclaimed List of Certain Blooked tationals®
ussd in forld Waz II. The sffostiveness of such a list would larpsly
depsnd upon preciss intellirence concerning individuals or firms in the
U. 3, or other free world countries which were owned or controlled by
Soviet: interests or which were mcting as agents or cloaks for Soviet
trensections,

C. Finanoial Intelligence Support for Other Economic Defense Policies

£s mentionmed above, the nsed for financial inteliigence is not con-
fined to assessments or support of fimancial controls, Numerous exist~-
ing economic defensze policies require financial intellirence. Some of
these are enumerated belows

1. Existing Policies

8. Unforcemsnt of commodity export controls of the U. . and other

free world sountries, partiocularly prevention of evasion of controls
anc prsventive and punitive administrative aetien.

For this purpose, "name intellizence” is required, as well as
informtion on the Soviet methods of evading and oiroumventing controls

and dasa on speoific deals.
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t. Formulation and enforcement of commodity import control policies.

For this purpose data are necessary on Soviet Bloc dollar holdings, earn=

ings and utilization.

c. Assessment of the bargaining position of the Free World in economis

pegotiations with the Bloc and the strengthening of this position. For
this purpose information on methods of financing trade transsctions, statun
of oredit balances, ete., are required.

d. Development of docroaain;-ralianoc programs. One type of finan-

oial intellirence needed for this purpose is detailed information on the
use of dollars in East - West trade/assessments of the net cost of
specific types of trade reorientation,

o. DUovelopment and enforcemsnt of transport controls. In order

effectively to develop and enforce transport controls, it would be
necessary to have more detailed knowledge of the methods that the Soviet
Bloc uses tn finance the use of free world communications and transporta=~
tion facilities.

f. Surveillance of Soviet economic penetration of nerinhsral coun-

tries and the development of free world policiea. For this purpnse, in~
formation on current Soviet assets abroad, financial operations, and

the use of finencial pressures is importent, as well as through studiea

of earlier financial penetration in the arezs now under Soviet domination,

g. Development of policies on negotiation with other governments.

Since the adoption of multilateral economic defense measures ordinarily
arises out of negotiation with other governments, it is necessary to
have preclse dats on the nature, extent snd effectivensss of govern-

mental and private finanoial controls in these sountries.

EE—
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2. Other Poliecy Alternatives

4. Collateral use of financial controls to hinder eanionag,re and

subversive activities, The available date on csounterfeiting, smurgling,

ete. requires review. In addition, blocking controls might possibly be
used collaterally to hinder espionage and subversive activities. The
control of such activities would bs essentlally a police actinn and the
uge of finanoisl oontrols in this regard would be only insidental., This
aspsct would nevertheless require coordination between U, 3. intelligence
and action sgencies ac that the funds available to the Soviet Bloc to
finance such activitiss could be designated for blecking action., In
sddition, such coordination would be necessary to prevent premature block-
ing aperatisns which might prejudice the investiration by the intelligence
agencies. If controls were imposed in this manner, intellirence would he
requirsd on the funds held in the U. 3. to finance sueh Soviet aotivities,
the metheds of obtaining or supplying these funds, and the names of

contributers or parsons participating in the handling of these funds.
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PART I1 - INTELLIOENCE REQUIRED

A Chack List. Intelligence Needs in Terms of Subject Matter
1. Nature and Types of Finsncial Operations.

8o
be

Ceo
d.
€a
£

o
he
i.

Financing Merchandise Trade: Financial end Payments
Agreenents,

Finsncing Merchandise Trade Outside of.Rilateral
Agreoments.

Financlng Merchandise Trade: Credits.

Resalse Activities.

Financing Illegal and Transshipment Trade: Specific Deals,

Finencing of Illegal and Transshipment Trade: Patterns
and Techniquses.

Finencing of Transportation and Communications Services.

Financing of Political Activities.

Finsncial Operations as & Cold War Weapon,

s Finsnoial Resources and Their Utilization.

a,
be
Co
d.

Soviet Belence of Payments,

Foreign Exchenge Holdings and Operations.
Gold Resowrces end Transactions.

Soviet Assets in the Free %World,

4o Finsnecial Apperatus in Esst and West.

8,
be

Finapelsl Controls in Free World Comntries.
Financial Mechaniems in the Soviet Hloc,

Approved For Release 1999/09/02 : CIA-RDP79-01203A000100110002-1



Approved For Release 1999/09/02 : CliuiRRiaZ:81203A000100110002-1
‘ ~15~

II, INTELLIGENCE REQUIRED

INTELLIGENCE NEEDS IN TERMS OF SUBJECT MATTER - A CHECK LIST

The general description of the applications of financial intelli~-
gence (Part I above) shows that almost all types of Soviet finknecisl
operations should be under continuing examinetion in their relation to
Free World eccmomic defense progranié and policies, It would be de~
slraible to examine &nd analyze much of this information i!rom & number
of points of view,; since economic defense needs overlep with more gene
eral requirements for economic intelligence, However, in order to pre-
sent & systematic statement of the intelligence required for economic
defense policies and programs &nd one which might be used by the in-
telligence commmity in determining responsibilities, the Subgroup has
draun upon the description of nseds sutwdtted by the economic defenae
policy and action agencies, o . ‘

The requiremente can be grouped into thres major categories: (1)
Natw'e &nd Typee of Soviet Bloc Financial Operations; (2) Soviet Bloc
Financial Resources and Their Utilismation; and (3) Financisl Apparatus
Pertuining to Rast and West Economic Relations. In each case theras is
appended & parenthetical reference to the applications of financisl
intelligence to policy considerations outlined in Part I,

1. lature snd Types of Financisal Operations.

&, Fluancing Merchandise Trade: Financisl and Payments Agreemanta.

The rature of the various East-West financial and payments agreemsnts

should be thoroughly end continuously anslyzed with attention o the

provisions concerning exchange rates, interim settlement of balances,
Sl
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overdrafts (swing credits), frequency of interim clearings, and finel
settlement arrangements. Current data should be available on the
sottlement of the imbalances arising under current trade and payments
8greements and on the totals of the existing bilateral accounts. (This
intelligence would be useful in connection with the poliey considerations
refercred to in Part I, B 2a, B 2b, C le, C 1b, C le, C Af, C 1g, C 2a,)

9 Finsnoing Merchandise Trade Qutside of Bilateral Agreement.s.

There sghould be continumously available compilations of dats on the ex-
tent and nature of trade which is taking place outside the fremework

of bilateral agreements, Particular attention should be glven to de-
termiaing the means of payment conceridng these transactions: foreign
exchange, gold, barter, Of particular importance is any trade of free
world countries which is financed through the United States &nd deteils
should be gathered on the firme or individuals who control or act as
finsnzial agents for the Soviet bloc in such transactions, Soviet utile
ization of sterling should slso be noted. (This intelligence would be
useful in connection with the policy considerations referred to in Part I,
Bla, B1b, B 2a, B 2b, B 2¢, B 2d, B 2¢, G 1s, C 1b, C le, C 1d, C le,
C1lf, Clg, C 2a.)

o Financing Merchandise Trade: Credits. Comprehensive and cure
rent deta should be available on the status of governmental and private
credites extended to the Soviet hloc countries and nationsle by governe
nents and nations of the Free World. (This intelligence would be use-
£yl in connection with the policy considerations referred to in Part I >
Bla, B1lb, B 2b, B 2¢, B 2d, C la, C 1b, Cle, C1d, C le, C 1f, C 1g,
C 28,)

Puiugefininie
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do Resale Activities, The activities of the Government of the
Us5.8.R. and other Soviet bloc agencies engaged in middleman trade
operations should be kept under surveillance, The activities of Soviet
bloe agencies and nationals in intermediary sales, and particularly the
sales of ‘lestern goods received under trade agreements, should be in-
vestigated. (This intelligence would be useful in connection with the
policy considerations referred to in Part I, B 2a, B 2, B 2d, B 28,
Cla, C1lb, C 14, C1f,)

€. Finaneing Tllegal and Transshipment, Trade; Specific Deals,
Finaneial details of specific illegal and transshipment deals are cone
stantly needed for enforcement operations, (This intelligence would be
useful in connection with the policy considerations referped to in
Part I, B la, B 1b, B 2a, B 2b, B 2¢, B 2d, B 2e, Cla, C1b, Cle,)

f. Financing of Illegal and Transshipment Trade: Patterns and
Technigues. Incoming intelligence should be analyzed to determine repre-
sent.atife techniques, banks and firms involved, and other arrangements per-
taining to the financing of illegal deals, The procedures conneeted with
this financing should be traced from the \estern exporters through the
various intermediaries to the Sovist bloc government, Data should be
compiled with regard to the participation and cognizance of Yestern 20V
ernments and the probable connections of involved individusls with the
Soviet bloc, with Jestern governmemts, or Western govermment officials,
(This intelligence would be useful in connection with the policy con-
sideraticns referred to in Part I, B la, B 1b, B 2a, B ?b, B 2d, B 2e,
Cla, C 1b, C1e, C 1d, C le, C 1f, C 1g,)

i
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8. Finaneing of Transportation and Cammicationsﬁerviee,go

Information showld be continually collected on the financing of trans-

Approved For Release 1999/09/0

portation and eonmumications facilities which are provided by the Free “Jorld
to the Soviet blec, including pafticularly Western charter shipping,insurance,
bunkering, ships agents fees, forwarding fees, port charges, ete. It would
Ybe useful to determine, insofar as prossible, the patterns and techniques

of these operétions as well as information concerning specific arrangements.
(This intelligence would be useful in nonhect.im with the policy consider-
ations referred ta in Part I, B la, B 1b, B 2b, B 2e, C le, C 1f.)}

h. Finaneing of Political Activities. Effort should be made to com-
pile current and continuing information on Soviet expenditures in the
financing of its politiml opemticm,* ©o8op Propaganda, Commuist parties,
subversion, ete, Particular attention should bp given to the use of
proceeds from merchandise trade as a means of financing these activities.
Data should be collated on funds held in the United States or abroad used
to finance these activities, the methods of obtaining the funds, the names and
contributors or agents connected with them. (This type of intelligence
would be useful in connection with the policy considerations refepred to
in Part I, B 2b, B 2c, B 2e, G 1d, Cif, ¢ 2d).

1. Financlal Operations as a Cold War Weapon. Since Soviet external
finaneial operations represent one major form of Soviet Cold War presauio
these operations should be continually examined specifically in these
terms with attention to the following types of operations: (1) pene~

#  Some rough aggregate estimates have been made on the extent of Soviet
expenditures for propagandas however, these estimates are extremely
tenuous and not developed from a base of detalled data,

enfimp——
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tration of foreign economies as an adjunct to political pressures,
(2) procuremsnt of strategic and other priority goods, (3) meximization
of terms of trade, (L) other spscific nonepolitical sbjectives,

: Soviot financial operations in periphersl areas should be wunder
particularly intensive surveillance and analypis, Soviet, operations in
Finland, Iran, Turkey, Austria, and Japan should receive particular
attention., Analysis of the previocus uses of Soviet financial powsr in
the present satellites and China would be useful, as well as any appro-
priate comparisons which could be drawn between current operations and
previous financlal actionﬁ in the joint stock companiss in Outer
Mongolia, Rumania, Hungary, and Austria, The nature and effect of Soviet
financial operations in Berlin should also be zcrutinized in the countries
of total Soviet foreign financial activities, (This intellipgence would
ba useful in connection with policy considerations referred tc in Part I,
B 2b, C la, C 14, C 1f, C 1g}.

2, Financial Resources and their Utiligation.

& Soviet Balance of Payments., It would be useful if survey

could be developed periodically, indicating the proportionate recsipts

of the Soviet bloc from ite various activities, such as merchandize sales
in the United States, sales elsewhere in the Free World, ssles of satellite
products by the Soviet Union, sales of drugs, precious metals; gold, etc,
A comparable breakdown of Soviet bloc expenditures would also be gen~
erally useful, (This intelligence would be useful in connection with
poliey considerations referred to in Part I, B 2a, C 1b, C le, € 1f,)

anbiniaiainbni
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be Foreign Exchange Holdings and Operations. Soviet bloc forelgn

sxchtnge resources, psrticularly dollars, should be regulerly appraised.
Approximations should be made aveilable on the amount of Soviet foreign
exchinge resources in ths U. S. snd other Free World countries. Informa-
tion is &lso needed on dollar securities controlled by the Soviet bloc,
The weight of Soviet=controlled holdings in world finencisl centers, the
pattarns and shifting of these balances, and thelr potentisl as dollar
esrhings through arbitrage operations in competitive world currency mere
kote warrants invegtigation. Attempts should be made to locate and follow
any ‘ndicetions that Soviet currency operations in competitive currency
markets are aimed at creating cumulauva spaculative swings in an effort
to muximize any temporary or chronic instability. (This intelligence
would be useful in connectlon with policy considerations referred to in
Part I, B 2b, B 2¢, B 2d, G 1b, C 1c, C 1d, C 1£.)

0o (old Resources and Transactions, Estimatee of Soviet gold re-

sources snd their use should be regularly reappraised. By their mature,
gold transactions are very difficult to locate and anelyse; however, there
ig » great deal of work which cculd profitatly be done in the compilation
of numerous intelligence reports concerning Soviet gold movements over the
past five yesrs, Experts in the various departments concernsd (Treasury,
Stato Department, Monetery Affaires Staff, 0ffice of Intelligence Resesrch,
Faderal Reserve &nd CIA) should be consulted in the production of & set of
alternative estimtes of the magrd tude and neature of these movements. Pre-=
vious studies have been, for the most part, based on aggregétive astimates
with 1ittle attempt made to develop the needed inter-relationship batween
uiinfniinibnis
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these estimetes and the specific information or individuelly reported

tz'énsactioma (This intelligence would be useful in connection with

policy conelderations referred to in Part I, B 28, C le, C 1b, C 1f,)
do Soviet Assets in the Free World, Wherever possible, estimates

should be developed and kept current for Soviet assets in the Free World,
including bank accounts, direct investments, investments in econcmic
enterpriees abtrosd, investments in non-commercial enterprises, (e.g., book
stores, movies, etc,). Detsil on Soviet assets in the U. S, is particularly
importent end should include the names of firms and persona angeged in
transactions on behslf of the Soviet bloc. (This intelligence would be
useful in connection with policy conelderstions referred o in Part I,
Bla, B2b, B 2c, B 2d, C 1a, C if.)

3o Finsncial Apparatus in East énd West.

a. Financial Controls in Free World Countries. In the develop-

ment of any policy proposals for negotiation with fareign countries, ine
telligence éoncoming the status and operation of existing finsncial con-
trols in Fres World countries is of particular importence, Forr this end
other reasons, there is an intelligence requirement for informmtion ons
(1) the policies of Free World governments and associations regerding
financial operstions of the Soviet bloc, including both surveiilance and
control; (2) policles of Free World governments with regard to private
and goverrmental credits to the Soviet blocs (3) enforcement of financial
regulations with regard to the Soviet bloc, (This intelligence would be
useful in comnection with policy consideraticns referred to in Part I,
€ 1g.)

o
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bo Finanolsl Meclhenisms within the Sovist Bloc, Examination

shouid be continued of Soviet bloc internsl coordination and its
monopoly of foreign trade upon its foreign finanoial operations in

the Tree World. (This intelligence would be useful in oonnectién with
policy considerations referred to in Part I, C 14, C 1g.)
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IIT. A. EXISTING FACILITIES FOR COMPILATION AND ANALYSTS
This Subgroup finds that, although considerable rew financial

intelligense (and other deta) pertinent to the economic defenss pro-

grar. 1s prosently svailable, facllities for its exploitation are very
lixited. The reportes of the various agencies represented on the sub-
group show that fimancial intelligence is largely ad sho_ga

At the pressnt time, thers is no unit or group of analysts spacifically
respousible for financial intelligence in support of the sconomic defenss
program. One aspsot of the required support work - the recording of fin-
snoial transasctions related to diversions of sontrolled commodities - is
underiaken aa part of the work of the Current Strategle Trade Intelligence
Staff. As a part of that opsration, financial transactions in Easgt - Wast
trade are followed so far a&s they relate to enforcement of U.8. and inter-
natloral controls. Fasilities are inadequate, howevar, to process and
collate fully the recorded meterisl. From tims to time, other parts of
CIA urdesrtake research projects in the financial intelligence field. For
ex&mpié, bsslo researsh has been undertaken in ocomnection with the EIC
project on the 3oviet Bloo balanse of payments.
DEFENSE
Although the intelligence components of the military services amquire

some financial intelligenca, it is generally considered incidemtal to
other interests and littis if any collation or analysis is undertaken. Some
intelligencs of a financial nature might be aveilable from the work which
the Office of Haval Intelligence undertakes on shipping, particularly ae
regards thy ownership and sxchange of vessels.

dmbngup——
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STATE/OIR
Although from time to time and on a spesific regquest basis, QIR
han prepared reports concerned with financlal aspeots of economie
defenss (see III B), it has no analysts assigned on a continuing basis
to the collation and analysis of financial intellipence as related to
esonomlic defense.
TREASURY
There are within the Treasury no buresus ;poeiflcally dediocated to
obtalning intellisence of the type required. 1In the normal sourse of
their operations various Treasury bureaus may, however, develop intelli-
genve on the subjects covered by this report buf sush information is
genorally incidentel to their normal operstions. A more detnliled
dssoription of the Treasury potential for collection and analysis is

contained in Appendix A,

B. 3IBLIOGRAPHY
There is attached as Appendix B a bibliography of Reportson Soviet
sxternal finencial operations which have been preparsd in the various

agencics of the intelligence community.
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IV. AUALYSIS OF DEFICIENCIFES AND SYATLILNT OF RECOMENDATIONS

The Subgroup considers that the deficiencies in United Stutes

intelligence on Soviet external finanolsl operations as related to

the economic defense progrem are most apparent at this time in {terms

of facilities rather than specific projests or reports, As noted in
Fart III above, the Subgroup hes determined t!at virtually mo facilities
ars uurrenjtly devoted to the contimuing survelllante and analysis of
finaneial intelligonce., Most work underdaken in this field is of en

&4 hoc nature. At the same tine there appears to be an influx of raw
intelligence matorial which, if properly exploited, eould provide
substantial support for econanlc defenges programs and policies‘.-

The Subgroup, therefors, resomnends: the‘doaignntion or céta‘tﬂ.ishp
ment, within an appropriate eomponent of one of the intelligencs
agencies, of & unit in vhich the functions and responsibilities
outlined below could be sentralized, This unit should have very closs
working relations with the CIA Current Sirategic Trade Intelligsncoe
Staff, The speoific subjects with which the unit would be consernsd
are, with certain exceptions, those described in the cheek list in Part IXs

1. To process (i.e., review, collate, compile, summarize) inceming

intelligence on the external financial operations of the Soviet
blooc countries, :

2, To establish and maintain central reference files and sxtraction
indiees (for use of appropriate ¢lements of the warious agencien),

3. To maintain continmuing collation and anelysls of specific
aspects of the subject,

4o To call the attention of appropriate elements of the EDAC
structure to important developmonts or events in this fleld,
partioularly those related to enforcemsnt of axisting trads
and finenecial controls, -

i

S AP
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6.
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To reply to spot inquiries from appropriate elements of
EDAC structure for information of these subjects,

To initiate, or upon request prepare, reports on these subjects
also upon request to provide finaneial information needsd in
the development of new economic defense policies and programs.

To recommend to the IilG, areas of this field which should
receive priority attention or intensive study analysis or
research, and to recommend priority attention as raquired.
In this connection to prepare or assist in the preparation
of requests to other appropriate components of the intalli-
gence community for research on any of these subjects, or
aspects thereof,
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Priorities
The Subgroup's primery recormendetion is the desimaﬁon or
sstablishment of the facilities cutlimed above, In gemeral, the
Subgroup bas eonsidored it premature to recormend speeifis projests.
It further belisves that finaneial intelligence prioritiesa shouvld be
determined ond constantly revieved by the oom and producer agencies
jointly, MNeverthsless, tho Subgroup considers it sppropriato to nention
three functions cutlined in Part II and listed below, which, ite
investigntion has indleated, are of curront priority ccmoern bucavse
of their bearing on urgent poliey problems, Although the Subgroup
wishes to stress the importanse of these fumctione, it reiterates
that the eatablishment of fasilities eapable of essuming responeibility
for all incoming intelligence on the externsl financial operations of
the Soviet hloo is of greater urgensy and importanse than eny single
topig of research, (Appendix C for furthor diseussion of theso nueds.)

(1) Finaneing of illegal and transshipment trade
{Part 11, 1 @, and 1 £)

{2) Chinese Commmnist Aasets in the United States
{Puxt II, 2 4)

(3) Movenents of gold (Part II, 2 e).
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APPENDIX A

COLLECTION POTENTIAL OF TREASURY

There are within the Treasury no buren@a specifically dedicated
to obtaining intelligence of the type required, However, in the normsi
course of their operations varlous Treasury bureaus may develop intelli=-
rence on these subjeets. The development of financial 1ntelligaﬁen is,
however, generally incidental o their normal operations, as for examvle,
in conneetion with investipution of traffie in narsotics, the Bureau of
Nareotics has resently developed some informetion on East « West trade.
Also, the Jecrst Jervice hes investipated reports of counterfeiting by
the Soviet Government and the Cest Guard might obtain some financiel
intelligence on Soviet Bloo shipping.

Foreign Assets Control is the Treasury ageney most interested in
the type of intellirence discussed, but.its enforcement unit is devotad
principally te investipating reporﬁs recelived from other snmurces rather
than obtaining the raw intelligence. Ones an investigation has been
undertaken, the financisl detaila of transactions are frequently
develovad by Foreign Assets Control enforcement officers. In addition
to repsrts from the existing intellipence sources, Foreign Assets doea,
howaver, obtein some informetion directly from other sources, and %o
the ex:ent such information is considersd to be of interest beynnd the
immedlnte requirements of Foreign Assets Control itself, intellirence
80 recolved is forwarded to appropriate agencies.

The Buresau of Customa submits data to the Department of Commerse
sencerning imports end experts of merchandise, including trade with
Soviet Bloc countries. Also, they asslst in the enforcement of lawe

and regulations governing the importation and exportation of goods.
D )
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Thoy may develop information ooncerning the financial side of trade
transections in the courae of their investigations. Thay do not,
however, study finaneoisl transsctions as en end in themselves,

The Treasury Department also ocollects monthly on its Foreign
LExchange Forms date relating to claims on and 1lisbilitles to foreirners,
and capitel movements between the United States and foreign countries.,
The U.5.3.R. and several of the Soviet Bloe sountries are listed
separately, and date are available on a monthly basis showing their
doliar balances in the United States. Since these data are as reported
by United States banking institutions, they represent the aggregate of
aooounta openly held in the neme of Soviet institutions or persons,
Individual accounts ere not identified by name. Each of the 12 Federal
Reserve Banke solleets the date from banks in its district and‘trans~
mits a consolidated repert to the Treasury. The Treazury then prepares
& combined report. The statistics are published regularly in the

Treasury Bulletin. The Treasury Depertment also receives from the

Hew York Federal Reserve Bank a monthly letter, descoribing significant

transactions in foreign accounts which take place in that Federal
Reserve Distriot, and & menthly report, showing earmarksd ¢old and
dollar baelancss held by toreign governments with the Bank. Sincg repnrted
Soviet balances and transactions are small, however, thers are infrequent
refererces in these reports to the Soviet Bloe countries,

dince the inf'ermation which may be developed by the Treasury is
generally inoidentel to the objectives the various bureaus pursue under

the legislaetion which established them, it would not be prssible to

et
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estimete t“e number of versonnel or man hours which have been or could

be devoted to obtaining intellirence of the type discussed in this paper.

Approved For Release 1999/09/02 : CIA-RDP79-01203A000100110002-1



-~

Approved For Release 1999/09/02 : CIA-RDP79-01203A000100110002-1

1

2.
3.
bo

5.

7o

8,

9.

onnfieiafeimiefe—
3=
APPENDIX B
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APPENDIX C
DETAITS CONCERNING SUGGESTED PRIORITY TASKS FOR THE PROPOSED UNIT

1. Analysis of Financing of Illegal and Transshipment Trade
iPaﬁ 11, Ttems 1-e and I:I‘)’5

8, Arrsugements should be made for continual review and analysis
of the means of Soviet financing 11legal or diversion shipments,
with particular reference to the use of dellars and the manner in
which the dollars are acquired, Particular attention should be
given to trade financed through the United States or carried oit

orn instruction of a person in the United States, Such information
is desired particularly on shipments from the United States, roe
gardless of the origin and regardless of whether the transactin is
financed through the United St;étas, This latter type of informtion
is required among other things for enforcement of Transactions Cone
trol Regulations,

The greater the detail concerning the transaction s the more
valuabie the information will be, particularly for enforcement purs=
poses. It is not usually essential that all the following informa-
tion be cbtained in each case before action can be taken, Any of the
detaile listed below will facilitate the enforcement program,

(1) Name of persen in the U.S. having any interest
in the transaction.

(2) Names of buyer, seller, and other intermediaries to
transactions,

(3) Names of buyer's bank, seller's bank, and any other
banking institution involved in transaction,

(L) Description of msrchandise,
(5) Description of financial aspects, 1.e., if by lette:

O ———
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2.

of credit, number and amount of the letter of

credity if clean payment, date and amount of
payment; if an open account, amount involved.

(6) Any information as to the knowledge of the
ultimate destination or other Soviet bloc in-
terest by parsons in the U. S, or their agents.

(7) The actual currency involved should be specified
(U.8. dollars, Swiss francs, pounds sterling, etc,)
and .

(8) Evidence of Soviet bloc interest in transactioen,
1.0, i3 one of the parties a person working’ for
the bloc, or a firm owned or controlled by the bloc,
or is there evidence the goods involved will be
transshippad to the bloc?

b, Transactions of U,S. naticnals with Communist China and North Korea
are another specific type of illegal iransactions on which intelligence
I
is continually required for enforcer%lent purposes. Because of the virtual
embarge on all trade with Cormnuniat5 China and North Korea, intelligence
should be continually reviewed and collated concerning all transactions
by persons in the United States in which Commmist China and North Korea
havs any interest whatsoever, including 211 transactions financed through
the United States or handled on the instructions of any person in the

Tnited States,

Chizese Commmist Assets in the United States (Part II, 2d)

Tharz should be a continuing review and analyses of all intelli-
gence on assets of any kind which Communist China and North Korea, their
nationals, or persons acting on their behalf have in the United States,
In zach specific case, it would be desirable to kiow the nature of the asset
(1.2, 2 bank account, securities, real property, line of credit, ete.).
If it is a bank account, information is denied on the name of the

account or its designation, ths currency in which maintained, the bank

T —
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with which it is located, and evidence that it is held for Chiness
or North Korean interests,

3o  (old Transactionz and Rescurces of the Soviat Bloc (Part II; 2¢)

Vovements of Soviet gold shpu;ld be under continuous surveillance
and periedically appraised in relationship to FastJiest trade and

particnlarly 11legal transactions.
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